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ABSTRACT
The percentage of votes cast by postal voting increases with every
election for the German federal parliament (Bundestag). However,
especially compared to Internet voting, concerns regarding security,
transparency, and trustworthiness of postal voting are rarely dis-
cussed. This paper outlines the established process of postal voting
inGermany and evaluates it with regard to various security-relevant
characteristics. For this evaluation, a methodology originally devel-
oped for Internet voting is used in order to ensure comparability.
The aim is to identify weaknesses as well as potential for optimiza-
tion, to compare German postal voting with selected Internet voting
schemes, and to derive implications for policy and further research.

CCS CONCEPTS
• Security and privacy→ Social aspects of security and pri-
vacy; • Applied computing → Voting / election technologies; •
Social and professional topics → Government technology policy.
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1 INTRODUCTION
In the fall of 2021, the elections for the 20th German Bundestag will
take place. According to the German Federal Returning Officer, 24.3
percent of voters in the 2013 federal elections and as many as 28.6
percent in 2017 have voted by postal voting [5], a type of remote
voting largely taking place in uncontrolled environments. Depend-
ing on the development of the COVID-19 pandemic caused by the
novel coronavirus SARS-CoV-2, it is expected that the percentage
of votes cast by postal voting will increase accordingly in 2021.

As depicted in Table 1, another type of remote voting in un-
controlled environments is Internet voting.1 Not least due to the

1In the following, Internet voting implicitly refers to Internet voting in uncontrolled
environments intended to be used from any Internet-capable device, e.g., the voter’s
personal computer, which is generally not under the technical and organizational
control of the electoral authority. The same applies to postal voting. Postal voting in
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pandemic and postal voting’s increasing popularity, there recently
have been discussions regarding the feasibility of Internet voting
in the context of German federal elections [13].

A German law enacted in March 2020 to mitigate the conse-
quences of the COVID-19 pandemic in civil, insolvency, and crimi-
nal procedure law, among other things, temporarily lowers the hur-
dles for Internet elections during general assemblies of associations.
For general political elections, Internet voting is still not legally
feasible though. Primarily, this is due to a Judgment of the German
Federal Constitutional Court (Bundesverfassungsgericht/BVerfG) [4]
requiring comprehensibility without special knowledge of the tech-
nical systems used. Technically, this does not only translate into us-
ability dilemmas [12, 19] but also into more fundamental issues such
as the Secure Platform Problem2 and the scalability of attacks [3, 18].

But how about the security of Internet voting compared to the
established postal voting process? In the context of the 2020 United
States elections, there have been a lot of discussions regarding the
security and trustworthiness of postal voting. Despite manifold al-
legations, a preliminary report of the Organization for Security and
Co-operation in Europe (OSCE) [33] concludes that “[...] only two
cases of alleged fraud with minor impact were publicly reported.”

As the implementations of voting procedures in general and
of postal voting in particular differ from country to country, this
paper comparatively investigates the security of postal and Internet
voting for the case of Germany. While Internet voting has been an
active field of research with a strong focus on security for several
decades, there have been few studies on the security of postal voting
so far [3, 8, 17, 18, 26, 35].

The present paper is intended to complement existing litera-
ture by describing the German postal voting process, applying an
evaluation methodology originally developed for Internet voting
by Langer et al. [22, 24], discussing possible attacks as well as
recommendations for improvement, and finally drawing a com-
parative conclusion from the perspective of Internet voting. The
evaluation methodology by Langer et al. [22, 24] has been chosen
due to its structured and technical approach compared to other
frameworks such as the Council of Europe’s Recommendation
CM/Rec(2017)5 [30].

controlled environments (such as the premises of the electoral authority), referred to
as postal voting there and then, is only meant if explicitly mentioned.
2The Secure Platform Problem means that the device used to cast the vote cannot be
trusted because it could be infected with malware [10].
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Table 1: Categorization of different types of remote voting.

Type of Environment Paper-based Internet-based

Uncontrolled Traditional postal voting On voter’s own device
Controlled Postal voting there and then Kiosk-based

The following considerations are based on the authors’ direct
observations of the Bundestag election 2017, their written corre-
spondence with the Federal Returning Officer3, and publicly avail-
able sources such as press reports [20, 25, 44, 45, 47] or official
documents [31].

Section 2 briefly introduces the German postal voting process
in order to contribute to the reader’s basic understanding needed
for the further sections. Section 3 describes the used methodology
including assessment criteria and attacker model. The actual evalu-
ation of the German postal voting system is conducted in Section 4,
supplemented by additional security concerns presented in Sec-
tion 5. Recommendations covering the deficiencies discussed in the
former two sections are addressed in Section 6. Section 7 briefly
discusses a comparative use case based on a limited audience and
draws an overall conclusion.

2 THE GERMAN POSTAL VOTING PROCESS
The German postal voting process can be divided into a total of
three election phases: pre-election, election, and post-election. Each
phase is briefly explained individually in the following sections.
Additionally, Figure 1 briefly illustrates the whole process.
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Figure 1: Outline of the German postal voting process.

3The original written correspondence is not attached to this publication due to the
fact that it is in German language. However, for everyone interested nevertheless, it is
freely available online [12].

2.1 Pre-election Phase
Eligible persons can request postal voting documents in different
ways. These include personal and written requests in the form of
a letter or the correspondingly completed official election notifi-
cation, by e-mail or fax and, depending on the constituency, by
online platform. The request must in any case contain the first
name and surname, date of birth, as well as the residential and
in certain circumstances a differing shipping address. The request
for another person is possible with a written authorization (with
original signature of the authorizing person). This authorization
along with the corresponding request can be filed either in person
or in writing. However, it is not allowed to file it electronically [6].

These postal voting documents will then be sent to those eligible
to vote. This happens at the earliest after the entry of all regis-
tered persons in the voters’ register. In accordance with Section
16 Paragraph 1 of the German Federal Electoral Regulations (Bun-
deswahlordnung/BWO), this happens 42 days before the election.
The documents contain a polling card4 (to confirm the identity of
the person eligible to vote), a ballot paper, an information sheet
on correct usage, a blue envelope (ballot paper envelope) for the
ballot paper, and a larger red envelope (official return envelope)
for the blue ballot paper envelope as well as the polling card. For
persons who have requested postal voting, a W is printed in the
corresponding line of the voters’ register [32]. On election day, they
may only vote by presenting their valid polling card in order to
ensure that they have not already voted in advance by employing
postal voting.

2.2 Election Phase
In order to participate in the election, the filled in ballot paper must
be placed in the blue ballot paper envelope which then has to be
sealed. Together with the completed polling card containing an
affidavit, the sealed blue ballot paper envelope is then placed in the
red official return envelope which then in turn has to be sealed as
well. The red official return envelope with the election documents5
can then either be handed in at the responsible electoral authority
or sent to them by postal mail free of charge within Germany.
Persons with German citizenship living abroad can be included
into the voters’ register upon request and then cast their ballot by
postal voting as well. For this, they can either hand in the completed
election documents to a representation of the Federal Republic of
Germany (embassy/consulate) or send them by postal mail. In the
latter case, the postage has to be paid by the voter.

4The term polling card (“Wahlschein” in German) is misleading because in Germany,
the election notification often times comes in the form of a postcard whereas the actual
polling card is a letter-sized document.
5Referred to as ballot letter.
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2.3 Post-election Phase
After the ballot letter has been received by the electoral authority,
it is kept under lock and key until distributed to the responsible
postal ballot board on election day. The postal ballot boards consist
of five to nine eligible voters and are meant to control each other. At
3:00 p.m., three hours before the end of the official election period,
the postal ballot boards begin to open the red ballot letters in order
to check the validity of the polling cards and the blue ballot paper
envelopes.

Provided the polling card has been signed according to the reg-
ulations and the blue ballot paper envelope containing the ballot
paper is sealed and untampered with, the two are separated by
throwing the blue ballot paper envelope unopened into the ballot
box. Once all blue ballot paper envelopes are in the ballot box and
the voting period has expired, the ballot box is opened and the votes
in the blue ballot paper envelopes are counted.

During both the opening of the red official return envelope and
the filling of the ballot box, at least three members of the postal
ballot board must be present. During the subsequent tallying, at
least five postal ballot board members must be present. As in regular
polling station-based presence voting, the entire process is public
and can be observed from beginning to end.

3 EVALUATION METHODOLOGY
For the systematic evaluation of the postal voting process, a method-
ology is used which has first been developed by Langer et al. [22,
24] and was originally meant for Internet voting. In subsequent
work [12], the methodology has been extended to include the cri-
teria of robustness and usability since those are indispensable for
practical election procedures.

3.1 Criteria
Although many of today’s common requirements for Internet vot-
ing are not explicitly mentioned therein, they can all be derived
directly or indirectly [12] from the German Basic Law (Grundgesetz),
the Federal Elections Act (Bundeswahlgesetz/BWahlG), the BWO,
or fundamental decisions of the Federal Constitutional Court [4].
Depending on the granularity of the used taxonomy, there are about
20 criteria which can be used to identify different areas of security
and trustworthiness of Internet voting. A list of five core criteria im-
plying many of the other requirements has been derived to evaluate
the different Internet voting schemes [12]:

• In general, verifiability enables the voter to convince them-
selves of the election’s integrity. While individual verifia-
bility means the voter’s possibility to verify the integrity
her own vote, universal verifiability means the possibility of
anyone to verify the election’s correctness. This guarantees
immediacy, equal voting power, and public traceability of
the election. The characteristic of fulfilling both individual
as well as universal verifiability is referred to as end-to-end
verifiability. It is further elaborated in Section 4.1.

• By making it impossible for third parties to find out the
voter’s actual choice, secrecy of the ballot is maintained
and the election is therefore secret. Thanks to receipt-free-
ness, voters cannot prove which choice they have actually
made. In order to fulfill this characteristic, the requirement

of secrecy of the ballot must be met. Considered to be a
stronger notion of secrecy, receipt-freeness improves secrecy
in the sense that the voter could not even prove her choice
afterwards if she wanted to. Vote-buying is thus made more
difficult and the electoral freedom is strengthened. The nu-
ances of secrecy and receipt-freeness are further explained
in Section 4.2.

• Coercion-resistance enables the voter to cast her ballot
freely and secretly even in case of coercion. In order to not
give the coercer any indication of the plausibility of a choice
made, receipt-freeness must be given as described in Sec-
tion 4.3.

• Robustness ensures that the election can be held and will
lead to a valid result even under adverse conditions. It is a
prerequisite for a successful election and further detailed in
Section 4.4.

• The usability of the voting scheme is a requirement en-
suring that eligible persons are able and willing to use it to
cast their ballot. Furthermore, it is important to keep the
inhibition threshold for participation in the election as low
as possible so that practically all eligible voters can actu-
ally vote. This contributes to generality and equality of the
election. Furthermore, as described in Section 4.5, the pro-
cess of individual verifiability has to be usable as well which
contributes to the integrity of the election.

3.2 Attacker Model
Previous work [12] provides a guideline to choose between several
pre-defined attacker models for elections of different order or to
create an individual attacker model. In the following evaluation, an
attacker model for first-order elections with the ability to attack
the production of tools is assumed. This is due to the fact that
Bundestag elections are first-order elections [14]. Consequently, it
has to be assumed that Bundestag elections are potentially targeted
by nation-state attackers with sophisticated capabilities such as
supply chain compromise.

The ability to attack the production of tools originally meant the
production of complex electronic devices, such as tokens or crypto-
graphic code sheets, which might have to be produced in a trustwor-
thy way on a massive scale in the context of widespread Internet
voting. A comparable “tool” in the context of postal voting could
for example be the paper used for polling cards and ballot papers.
However, the paper currently used in German elections is just plain
paper without any additional security features as mentioned in
Section 5.3.6 Compared to the manipulation of electronic devices or
cryptographic code sheets, no sophisticated attacks, such as hiring
insiders or compromising supply chains, are needed to counterfeit
election documents printed on plain paper. Due to its low hurdles,
such counterfeit is consequently not considered to be an attack on
the production of tools in the context of this paper. Hence, for the
evaluation of the German postal voting process the results are the
same, no matter if the attacker model for first-order elections with
or without the ability to attack the production of tools is applied.

Although counter-intuitive in the first place, there are scenarios,
such as voting from abroad, for which applying the mentioned

6The usage of security paper is encouraged in Section 6.3 and Table 3 though.
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attacker model without the ability to attack the production of tools
(see Table 4) can make sense in the context of Internet voting. This
implies that the needed electronic tools can be produced and deliv-
ered in a trustworthy way at least for a limited amount of people
as discussed in a concluding comparative use case in Section 7.

4 ANALYSIS OF THE GERMAN FEDERAL
POSTAL VOTING PROCESS

In this section, the postal voting process currently established in
Germany will be evaluated. For the sake of comprehensibility, the
used methodology is successively presented alongside. The method-
ology [12, 22, 24] was originally developed for the evaluation of
Internet voting schemes in uncontrolled environments and is there-
fore adjusted and shortened to a certain degree in order to better
adapt to the context of postal voting. Table 2 summarizes the evalu-
ation’s results assuming the attacker model for first-order elections
with the ability to attack the production of tools along with two of
the most promising Internet voting schemes according to a prelimi-
nary evaluation [12].

4.1 Verifiability
As described in Section 3.1, (end-to-end) verifiability [37] can be
divided into individual and universal verifiability. The assessment
scheme takes this fact into account by providing separate criteria
for both.

4.1.1 Individual Verifiability. Individual verifiability can be distin-
guished into inner [9, 39] and outer [21, 41] verifiability [22, 24]:

• (IV.1) Inner individual verifiability: The voter can verify
that the ballot letter was received by the electoral authority
and that it contains the correct vote.

• (IV.2) Outer individual verifiability: The voter can verify
that the ballot letter was received by the electoral authority,
but cannot verify if it contains the correct vote.

Both forms of individual verifiability can in turn be differentiated
according to whether the corresponding verification is possible only
after or already before tallying [23]:

• (IV.x.1) Individual verifiability after tallying: The voter
can verify whether her ballot (IV.2.1)/vote (IV.1.1) has been
correctly included in the result.

• (IV.x.2) Individual verifiability before tallying:The voter
can verify whether her ballot (IV.2.2)/vote (IV.1.2) was cor-
rectly submitted to the electoral authority.

Evaluation. The German postal voting process does not provide
inner individual verifiability since the ballot paper envelope in
which the ballot paper is located is not opened again until before
the ballot is going to be tallied. At this point in time (and assuming
that both the red and the blue envelopes are correctly separated),
it can no longer be linked to the voter in order to guarantee the
secrecy of the ballot.

According to the Federal Returning Officer, there is currently no
legally binding possibility for voters to inquire about the where-
abouts of the ballot letter after it has been sent. It is also not possible
to inspect the corresponding voters’ register of the postal ballot
boards. Hence, not even outer verifiability and therefore no indi-
vidual verifiability is provided at all.

4.1.2 Universal verifiability. In contrast to individual verifiability,
universal verifiability is about each person being able to verify the
overall result of the votes cast [9]. In the ideal case, the election’s
correctness can be verified which apart from the accuracy of the
individual votes (accuracy verifiability) includes the fact that only
eligible persons have voted (eligibility verifiability) [24, 39] and for
each of these eligible persons exactly one vote is included in the
election result (uniqueness verifiability) [22]:

• (AV.1) Continuous accuracy verifiability: Everybody can
verify that no errors occurred during the entire tallying pro-
cess.

• (AV.2) Discrete accuracy verifiability: Everybody can ver-
ify that no errors occurred during a specific part of the tally-
ing process.

• (EV.1) Unconditional eligibility verifiability: Everybody
can verify (without trusting a party involved in the process)
that only eligible voters cast their vote.

• (EV.2) Conditional eligibility verifiability: Everybody
can verify that only eligible voters have cast their votes. This
requires the verifier to trust certain parties involved in the
authentication process.

• (QV.1) Unconditional uniqueness verifiability: Every-
body can verify (without trusting any party involved in the
process) that all voters have cast only one tallied vote.

• (QV.2) Conditional uniqueness verifiability: Everybody
can verify that all voters have cast only one tallied vote. This
requires the verifier to trust certain parties involved in the
authentication and voting process.

Evaluation. Due to the given possibility of critically observing
every single step of the tallying process from beginning to end,
discrete accuracy verifiability (AV.2) is met. All other types of uni-
versal verifiability cannot be guaranteed since it cannot be checked
whether the election documents are actually filled in by an eligible
person (no eligibility verifiability) and whether each eligible person
has only cast one vote (uniqueness verifiability) or, for example,
bought votes from other people or even received them “as a gift”
due to political apathy.

4.2 Secrecy and Receipt-Freeness
In order to ensure that the voter is eligible and that her vote is
included in the election’s result only once, it is necessary to au-
thenticate her at least at one point in the process. However, this
requirement is opposed by the mandatory secrecy of the ballot,
which is intended to categorically exclude any link between the
vote and the voter’s identity. Due to this link which has to be pre-
vented, this requirement is also referred to as unlinkability [22, 39]:

• (UL.1) Unlinkability between voter’s identity and vote:
An attacker is not able to establish a link between a voter’s
identity and her vote.

• (UL.2) Unprovability of link between voter’s identity
and vote: An attacker is able to establish a link between a
voter’s identity and her vote. However, the attacker is not
able to prove this link to third parties.
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Table 2: Assessment of German postal voting and selected Internet voting schemes assuming an attacker model for first-order
elections with the ability to attack the production of tools (“/” =̂ requirement not met). Polling station-based presence voting is
added for reference.

Verifiability Secrecy Coercion-Resistance Robustness Usability

Individual Universal Voting Verif.

Presence Voting IV.1.1 AV.2, EV.2, QV.2 RF AA.2, RA, SA RI UV.1.1 UY.1
Postal Voting / AV.2 / AA.1, RA, SA RI UV.1.1 /
Du-Vote [11] IV.1.1 AV.1, EV.1, QV.1 / / / UV.3.2 UY.2
PGD [38] IV.2.1 AV.1, QV.1 / / RI UV.2.2 UY.2

Receipt-freeness implicitly includes the secrecy of the ballot
which leads to the following definitions based on but stronger than
the secrecy of the ballot:

• (RF) Receipt-freeness: The attacker is not able, even with
the help of the voter, to establish a verifiable link between
the voter’s identity and her vote.

Evaluation. Due to the fact that the entire election process up to
the point of dropping the ballot letter in the postbox or dropping it
off at the election authority usually takes place in an uncontrolled
environment, it cannot be ensured that the secrecy of the ballot is
not already broken during the former steps of the voting process.

Furthermore, the blue ballot paper envelope and the polling card
containing the name of the voter are transported in the same red
official return envelope. The red official return envelope/ballot letter
is not secured against third parties opening it and thus allowing
the violation of the secrecy of the ballot. Although only postal and
administrative staff should have physical access to the ballot letters
after they have been dropped in the postbox, even this represents
a potential risk as relevant press reports show [20, 25, 44, 45, 47].
Additionally, there is the possibility of a more sophisticated attack
aiming to link a voter’s identity and her actual vote without opening
the ballot letter based on fingerprinting the used paper [7] in the
pre-election as well as post-election phases.

The individual secrecy of the ballot and receipt-freeness can
therefore not be guaranteed - especially when considering the very
strict rules applied to cryptographic schemes. However, the size of
the group of people potentially capable and the scalability of such
a physical attack is considered to be much smaller than for Internet
voting [3, 18].

4.3 Coercion-Resistance
Contrary to the long-held opinion that coercion-resistance auto-
matically goes hand in hand with receipt-freeness, Juels et al. [16]
specify forced-abstention (the attacker coerces the voter to refrain
from voting), randomization (the attacker coerces the voter to sub-
mit a random vote), and simulation attacks (the attacker coerces
the voter to let the attacker vote on behalf of the voter) that are all
possible even without knowledge of the vote cast.

Assuming that the voter is unobserved for at least a sufficient
period of time during both the registration and voting phases, the
following nuances of coercion-resistance exist [24]:

• (AA.1): There is a way to circumvent forced-abstention at-
tacks, so attackers cannot decide whether their instructions
have been followed.

• (AA.2): Attackers can’t decide whether the voter has voted
based on the information provided by the system.

• (RA): There is a way to circumvent randomization attacks,
so attackers cannot decide whether their instructions have
been followed.

• (SA): There is a way to circumvent simulation attacks, so
attackers cannot decide whether their instructions have been
followed.

Evaluation. Except for the affidavit stating that the ballot has
been filled in by oneself and without any external influence, there
are no explicit mechanisms to prevent such attacks. The affidavit
itself does not represent a significant obstacle for potential coercers.
However, in principle it is possible to request a new polling card
from the electoral authority within a certain period of time. This
implies that the old polling card is going to be invalidated and
will no longer be accepted by the responsible postal ballot board
at the point of tallying. It is therefore to a limited extent possible
to pretend having (finally) cast a vote, e.g., by dropping the ballot
letter in the postbox under observation, but then requesting a new
polling card from the electoral authority. This kind of “re-voting”
is in principle a timely limited measure against absence (AA.1),
randomization (RA), and simulation attacks (SA).

4.4 Robustness
It can be differentiated between two types of robustness. External
robustness describes a voting system’s capability to resist external
attacks targeting its availability. Since this property depends on the
actual implementation as well as corresponding security measures
and capacities of the underlying infrastructure, it is not included
in the formal evaluation of Internet voting but rather has to be
considered during implementation and realization of such systems.
Due to the distributed approach of German postal voting, a broad
external attack endangering its availability at scale seems to be
rather unrealistic. Another attack vector is trying to internally
prevent the tally without attacking the availability of the system
itself, e.g., by having an election official refusing to provide the key
to decrypt the election result or by pretending to provide allegedly
plausible evidence of fraud. The ability to prevent such insider
attacks on the system is called internal robustness:
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• (RI) Internal robustness: The robustness against attacks
trying to prevent the tally without attacking the availability
of the voting system itself.

Evaluation. Since the ballot letters contained in the ballot box can
be opened by any authorized personwithout any special knowledge,
internal robustness (RI) of the postal vote is not endangered in this
very context. Due to its already mentioned distributed approach,
also an increased internal robustness can be assumed. This is due to
the fact that a systematic manipulation by insiders, such asmembers
of the electoral boards, across constituencies is very difficult and
even (alleged or not) manipulations in some constituencies do not
result in the repetition of the entire election at scale but rather only
in those affected constituencies according to Section 83 of the BWO.

4.5 Usability
For electoral procedures to be accepted by the overall population,
their usability is an important factor. In the case of Internet voting,
too much abstraction of the underlying cryptographic methods
is critical due to the requirement of comprehensibility set by the
German Federal Constitutional Court [4]. This means that in this
context a special focus must be placed on the comprehensibility
of the technical-mathematical foundations. The actual level of us-
ability is then assessed based on the complexity and quantity of
the inputs needed to successfully vote. These inputs can include
simple clicks but also complex cryptographic codes and multiple
iterations.

As there are no such obstacles in postal voting, the assessment
scheme for the usability of Internet voting is not directly applicable
to postal voting and consequently omitted at this point for the sake
of brevity and clarity. While UV.x.x describes the usability of the
actual voting process, UY.x applies to the usability of the individual
verifiability process. It can, however, be generalized that the higher
the number, the more complex the input, meaning that for example
UV.3.2 is more complex than UV.2.2.

Evaluation. Since the actual process of postal voting is quite
user-friendly and comprehensible compared to most advanced ap-
proaches of Internet voting, it is evaluated with the best possible
criterion, namely single-run click-voting without tools (UV.1.1).

Actually, a distinction is also made between the usability of the
voting process itself and the usability of the verification [28]. As al-
ready mentioned, the German postal voting process does currently
not provide individual verifiability. Consequently, its usability can-
not be evaluated.

5 FURTHER SECURITY CONCERNS
This section describes further security concerns regarding postal
voting in Germany that arose during participation in the actual
process as a voter.

5.1 Registration
The election documents including the polling card can be requested
in various ways, e.g., by e-mail. There is no identity verification of
the person filing the request. It is furthermore possible to specify a
shipping address that differs from the registration address. Section
28 Paragraph 4 BWO actually states that in the case of a deviating

shipping address, a notification is sent to the residential address
in order to enable the affected person to detect an unauthorized
request and to undertake corresponding countermeasures. The prac-
tical usage of this possibility to state a differing shipping address
during the 2017 Bundestag election showed the authors that there
is a risk of incorrect implementation of this control mechanism.
Although the notification was sent, it was not sent to the actual
residential address but to the shipping address differing from the
residential address. A concerned person would therefore no longer
be able to detect possible fraud. The circumstances outlined above
would allow attackers to request voting documents on behalf of
another person.

By their unauthorized request for election documents to be
shipped to an attacker-controlled mailbox, attackers can hinder
eligible voters who actually plan to vote on election day. This is
possible due to the fact that these eligible voters are marked by
a W in the voters’ register and are therefore only allowed to vote
providing their valid polling card. Since the attacker rather than
the eligible voter possesses the corresponding polling card, the
voter is denied to vote at the polling station according to Section
56 Paragraph 6 Number 2 BWO. Thus, the abstention of an ac-
tually eligible voter can be forced by attackers if the notification
is not properly implemented. Based on the method presented by
Sweeney et al. [42] to obtain addresses and other data via address
dealers or from Internet platforms, this attack could be scaled up
to a certain extent.

Furthermore, by using the fraudulently obtained postal voting
documents themselves, attackers could cast a vote under someone
else’s name. Although it is necessary for attackers to make a false
affidavit, this is a negligible obstacle due to the criminal energy
required for this attack anyway and the low risk of detection.

Due to the fact that the notification sent to the residential ad-
dress is actually legally mandatory, the described circumstance of a
wrongly implemented control is not considered during the assess-
ment conducted in Section 4.3. Nevertheless, it is worth mentioning
because it indicates the need to regularly audit the implemented
processes.

5.2 Return/Verification
As soon as the election documents are successfully delivered to
the eligible voter, she can exercise her right to vote and return
the sealed ballot letter by postal mail to the responsible electoral
authority. Once the ballot letter is dropped in the postbox, the voter
loses all active and passive control over it. Neither BWahlG nor
BWO provide a process that enables the voter to inquire about the
whereabouts of her ballot letter.

A field test during the 2017 Bundestag election in form of an
exemplary call with the corresponding electoral authority of one
of the authors’ constituencies resulted in the same insight, namely
that no information about the whereabouts of the ballot letter could
be inquired. It is therefore not possible to trace whether the ballot
letter was received in time by the electoral authority if it was sent
close to election day. Schreiber [40] assumes the responsibility for
having the ballot letter dispatched in time with the respective voter
which is reasonable due to the fact that the election documents shall
be dispatched already six weeks before election day. However, a
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more serious problem also affects voters who have sent their ballot
letter long before the actual election day. Letters can either get lost
while being shipped or be deliberately stolen [25, 44, 45]. Both cases
cannot be detected by the voter due to the missing legal possibility
of verification. On written consultation with the German Federal
Returning Officer [12], the authors were informed that voters have
the following voluntary options to keep track of the whereabouts
of the ballot letter:

• Dispatch of the ballot letter by registered mail with return
receipt,

• personal submission of the ballot letter at the electoral au-
thority, and

• if voter collects the election documents at the electoral au-
thority, postal voting there and then.

When sending the ballot letter by registered mail or a similar,
traceable form of dispatch, there will be non-negligible costs which
must be paid by the voter. The two latter possibilities reduce the risk
substantially. However, it is also questionable, how well they are
actually accepted by voters due to the comfort losses connectedwith
them. Furthermore, the overall conditions of postal voting there
and then at the electoral authority have in fact more similarities
to the regular polling station elections than to actual postal voting
and are therefore out of scope of this paper.

The three options mentioned can serve to lower the individ-
ual risk for voters. However, due to the associated costs or loss of
comfort, it is questionable whether they significantly increase the
overall security of the entire postal voting process. Furthermore,
for voters who have doubts only after sending their ballot letter
it should also be possible to determine its whereabouts. Accord-
ing to the principle of security by design [15], the legally defined
postal voting process should be secure and verifiable rather than
transferring responsibility to the individual voter through optional
measures.

Irrespective of the probability that the election letter will be
successfully delivered to the electoral authority, the question arises
how the voter can determine whether her vote actually ended up
in the ballot box during the tally on election day. This is another
issue regulated neither by the BWO nor the BWahlG. A possible
solution is going to be discussed in Section 6.

5.3 Counterfeit Resistance
Several factors contribute to the fact that electoral fraud is difficult
to detect and even harder to trace by observers as well as election
officials [43]. For example, when the ballot letters are opened, the
polling cards are not matched against the complete voters’ reg-
ister. Instead, only a list of invalidated polling cards is employed
(denylisting) according to Section 75 Paragraph 1 Number 2 BWO.
This opens a vector for attackers by forging deceptively real look-
ing election documents and equip them with fictional names and
numbers. Since these forged polling cards do not appear on the lists
of invalidated polling cards, they cannot be detected this way.

The main reason why documents can be forged deceptively real
looking is that they contain no security features. This is astonishing,
since these security features (as well as a more thorough verification
mechanism for polling cards as the one described above) already
existed but had been abolished in 1989 by the First Ordinance to

Amend the Federal Election Regulations (Erste Verordnung zur Än-
derung der Bundeswahlordnung [1]). Both the stamped official seal
(which is now only printed) and the official signature on the polling
card as well as sealing stamps for the envelopes were abolished
without replacement in 1989, thereby worsening the security of
postal voting.

Due to the lack of seal stamps, voting letters can be opened by
employees of the administration or the post office who are then
able to tamper with the content. The missing official seals and
signatures make it easier for fraudsters to forge election documents
and potentially influence the election results by casting illegitimate
votes.

6 RECOMMENDATIONS FOR IMPROVEMENT
The postal voting process established in the Federal Republic of
Germany has some of the typical problems of remote voting sys-
tems in common with their digital counterparts for Internet voting,
especially with regard to secrecy/receipt-freeness. These deficits
are difficult to overcome without fundamentally changing the char-
acter of postal voting as it is employed today. Nevertheless, the
following paragraphs provide some approaches that would make
postal voting in Germany less prone to errors as well as more com-
prehensible and secure. Supplementally, Table 3 maps the security
deficiencies identified in Sections 4 and 5 onto the recommenda-
tions presented in the present section as well as the requirements
defined in Section 3.1 and elaborated in Section 4.

6.1 Registration
The risks related to registration described in Section 5.1 could be
significantly reduced if the request for postal voting documents
required the presentation of a valid identity card when made in
person or the voter’s notification number7 (and for additional se-
curity a copy of the identity card) when submitted in written or
electronic form. In the case of electronic submittal, a portal provid-
ing encrypted communication via https, as for example offered by
the City of Munich, is preferable.

6.2 Return/Verification
Deficits of the postal voting process with regard to verifiability
could be compensated by a legally prescribed obligation of the elec-
toral authority to provide information to the voter. For this, the
voter could be given the right to determine the whereabouts of
her ballot letter by calling the electoral authority and authenticat-
ing herself by stating her name, voter’s notification number, and
any other information known by the electoral authority but not
mentioned in the voter’s notification. Furthermore, voters could
be granted access to an excerpt of their individual voters’ register
entry of the corresponding postal ballot board after the election,
so that they can determine whether their polling card has been
checked on election day and the ballot subsequently has found its
way into the ballot box.

In addition, the existing process based on paper trail can be
enriched by digital complements. As suggested by Reichmann [36],
a QR or barcode could be printed on the official return envelope. It
could then be scanned by the electoral authority upon arrival and
7Whereby the voter’s notification number should be as random as possible.
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Table 3: Mapping of security deficiencies, corresponding improvement recommendations, and addressed requirements.

Deficiency Recommendation(s) Requirement(s)

Unauthorized opening and/or dropping of
ballot letters by postal and administrative staff

Systematical mailing of dummy ballot letters in
order to detect both deliberate and accidental
interference in transit

Secrecy, individual verifiability, uni-
versal verifiability

Unauthorized request for polling card Need to demonstrate knowledge of randomly
generated voter’s notification number

Universal verifiability, robustness

Wrongly implemented control mecha-
nisms such as the letters sent to residential ad-
dresses meant to notify eligible voters of polling
cards being sent to a differing shipping address

Regularly audit the practical implementation of
control mechanisms

Generally applicable; coercion-
resistance for the given example

No possibility to inquire about the ballot let-
ter’s whereabouts

Legally prescribed and technically sup-
ported [36] (e.g., QR or barcode) obligation of
the electoral authority to provide information
to the voter (authenticated by credentials
including a randomly generated voter’s noti-
fication number) such as arrival of the ballot
letter and the corresponding voters’ register
entry having been checked off

Outer individual verifiability

No possibility to verify whether the ballot was
counted as cast; i.e., stated the correct voting
option when tallied

Enrich the existing postal voting system by dig-
ital complements making use of cryptographic
procedures [2]

Inner individual verifiability

Polling card denylisting; i.e., checking the
polling card in question against a list of invali-
dated polling cards

Polling card allowlisting; i.e., checking the
polling card in question against a list of valid
polling cards or the voters’ register, respectively

Universal verifiability

Election documents easily forgeable Usage of security paperwith first line inspection
features such as watermarks [46]

Universal verifiability

when the polling card is checked on election day. This would allow
the voter to track the whereabouts of her ballot letter (although
this raises new questions regarding the security of the system used
for this purpose of course). Employing this automated mechanism,
the two questions whether the ballot letter arrived at the electoral
authority and whether the ballot actually landed in the ballot box on
election day and was thus included in the election results could then
be answered with at least a certain probability. Benaloh et al. [2]
even propose some supplementary yet easy to use cryptographic
procedures aiming to provide inner individual verifiability.

In order to be able to initially detect and, if necessary, prose-
cute systematic manipulation, an independent authority could send
dummy ballot letters to the electoral authorities which are not rec-
ognizable as such without additional knowledge. They could then
be sorted out again based on a corresponding characteristic. This
would allow to obtain meaningful statistics on how many election
letters are really lost while in transit by mail.

6.3 Counterfeit Resistance
The lamented fact that postal voting documents are too easy to
forge could be partially counteracted by reintroducing the security
features that were abolished in 1989, i.e., the official seal and official
signature on the ballot paper as well as sealing stamps to close the

envelopes. An even more effective measure would be the usage of
security paper (which is also used for banknotes) with first line
inspection features such as watermarks [46]. However, according
to the Federal Returning Officer, there are currently no such con-
siderations [12]. The comparison of the received polling cards with
the voters’ register (allowlisting) would also increase the detection
rate of forged postal voting documents on election day.

7 CONCLUSION
Security concerns still outweigh the question whether paper-based
voting could be replaced by Internet voting. Considering the cur-
rent state of the art, a large-scale replacement of postal voting or
even polling station-based presence voting by Internet voting is
not justifiable from the authors’ point of view. There are indeed
sophisticated Internet voting schemes, such as the code voting-
based Pretty Good Democracy (PGD) [38] or the hybrid approach
Du-Vote [11] which (with the exception of coercion-resistance) are
comparable to the postal voting process under the assumption of
the attacker model for first-order elections without the ability to
attack the production of tools (see Table 4). They even fulfill addi-
tional requirements, such as individual verifiability. Applying an
attacker model for first-order elections with the ability to attack
the production of tools (see Table 2), the secrecy of these Internet
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Table 4: Assessment of German postal voting and selected Internet voting schemes assuming an attacker model for first-order
elections without the ability to attack the production of tools (“/” =̂ requirement not met). Polling station-based presence voting
is added for reference.

Verifiability Secrecy Coercion-Resistance Robustness Usability

Individual Universal Voting Verif.

Presence Voting IV.1.1 AV.2, EV.2, QV.2 RF AA.2, RA, SA RI UV.1.1 UY.1
Postal Voting / AV.2 / AA.1, RA, SA RI UV.1.1 /
Du-Vote [11] IV.1.1 AV.1, EV.1, QV.1 RF / / UV.3.2 UY.2
PGD [38] IV.2.1 AV.1, QV.1 RF / RI UV.2.2 UY.2

voting schemes is at stake though since they rely on the trustworthy
production of hardware tokens (Du-Vote) or code sheets (PGD).

However, due to the deficiencies in the postal voting process that
have been identified, the question arises whether Internet voting
should at least be considered as an alternative to postal voting for
German citizens living abroad who cannot directly submit their
ballot letters to German diplomatic missions and are therefore
dependent on the use of infrastructure either controlled by foreign
governments or unreliable [27]. This is particularly relevant in light
of the fact that elections have recently become increasingly close
and could be decided by postal votes as, for example, shown in the
2020 United States presidential elections or the 2016 runoff for the
presidential elections in Austria [29]. As described in Section 3.2 and
Table 4, for this scenario, a slightly weaker attacker model could be
assumed implying that the trustworthy production and provision
of tools is possible for the correspondingly limited audience.

Considering the hypothetical effort of safeguarding the corre-
sponding production and provision on such a huge scale to be able
to supply all potential voters with trustworthy tools, postal voting
seems to be the more viable approach overall. Apart from its ob-
vious practicability and comprehensibility compared to Internet
voting, postal voting also has the decisive advantage that attacks
on it are not scalable or at least not without great effort [3, 18].

Admittedly, there are risks such as postal or administrative per-
sonnel illegitimately opening ballot letters [20, 25, 44, 45, 47]. How-
ever, due to the distributed approach of Germany’s postal voting
system, the severity of such an attack would be rather limited. In
order to increase its impact, the amount of conspiring people would
have to at least linearly correlate with the amount of compromised
constituencies. This in turn increases the difficulty of such a plot to
stay undetected, especially compared with the stealthy exploitation
of an Internet voting scheme’s potential vulnerability unknown to
the electoral authority and the public. From an adversary’s perspec-
tive, attacks based on the forgery of election documents have the
advantage that they do not require hiring or infiltrating insiders.
Therefore, the probability of such an attack being detected as well
as of prosecution in case the attack got detected are lower compared
to an attack requiring insiders. This estimation is emphasized by the
described denylisting approach which is only capable of detecting
polling cards previously declared invalid. Due to this and the sever-
ity of smuggling in forged ballots, the authors highly recommend
establishing the allowlisting approach described in Table 3.

Although the polling station-based presence voting has a diffi-
cult stand in times of COVID-19, it is the first choice from both the

perspective of the German Basic Law itself [34] as well as from the
mostly security-related criteria derived from it and discussed in this
paper. From the authors’ point of view, it would be gratifying if in
the context of the current situation, which stimulates the discussion
regarding alternative models of voting, not only the percentage of
votes cast by postal voting continued to increase, but also the inher-
ent security of the postal voting process. For instance, in the form of
individual verifiability by employing digital complementary func-
tions while simultaneously maintaining the comprehensibility and
the resilience caused by the distributed nature of the paper-based
approach [2, 36]. Therefore, future work could include partnerships
with electoral authorities surveying their perspective, deriving re-
quirements, and implementing proof of concepts which could then
ideally be tested in the field. Concluded, both the analogues as well
as the digital world have their advantages. Hence, it’s important
not to play them off against each other but rather to combine the
best of both worlds.
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